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$SHHU WR3HHUQHWZRUNZKLFK LVDSDUWRIKLJKO\GLVWULEXWHGV\VWHPVFRQWDLQVDGLYHUVHQXPEHURIQRGHV WR IRUPDQHWZRUN
7KHVHQRGHVDUHXVHG WR H[FKDQJHFRQWHQW FRQWDLQLQJDXGLRYLGHRGDWD DQGYDULRXVNLQGVRI ILOHVZLWKRXW WKHXVHRI D VLQJOH
VHUYHUDVLQ&OLHQWVHUYHUDUFKLWHFWXUH6XFKW\SHRIILOHVPDNHVWKHQHWZRUNKLJKO\YXOQHUDEOH,QWKHDUHDRISHHUWRSHHUVHFXULW\
WKHUH DUH ILYH JRDOV  $QRQ\PLW\ $YDLODELOLW\ )LOH DXWKHQWLFDWLRQ $FFHVV &RQWURO DQG IDLU WUDGLQJ 7KLV SDSHU LGHQWLILHV WKH
VHFXULW\SUREOHPVDQGSURSRVHVVRPHRIWKHVROXWLRQVWRWKHVHWKUHDWV
7KH$XWKRUV3XEOLVKHGE\(OVHYLHU%9
3HHUUHYLHZXQGHUUHVSRQVLELOLW\RIRUJDQL]LQJFRPPLWWHHRIWKH,&,63
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KDSSHQLQJEHWZHHQWKHSHHUV7KLVKDPSHUVWKHLQWHJULW\IHDWXUHRIVHFXULW\
3.2. Communication Jamming 
,Q WKLV DWWDFN WKH DWWDFNHU FDQ HYHQ MDP WKH QHWZRUN DQG GLVWXUE WKH QHWZRUN E\ UHSHDWHGO\ VHQGLQJ IDOVH GDWD
MRLQLQJDQGOHDYLQJWKHQHWZRUNDVZHOODVE\URXWLQJUHVXOWLQJLQGHQLDORIVHUYLFH
3.3. Injection and Modification 
+HUHWKHDWWDFNHUFDQDOVRIORRGILOHVFRQWDLQLQJPDOLFLRXVFRGHOLNHYLUXVZRUPVERWVDQGWU\WRLQIHFWWKHQRGHVLQ
WKHQHWZRUN,WFDQDOVRIORDWIDOVHILOHVWRFUHDWHFRQJHVWLRQLQQHWZRUNDQGWU\WRZDVWHWKHEDQGZLGWK
3.4. Sybil Attack 
6\ELO$WWDFNFDQDOVREHYXOQHUDELOLW\DVWKHDWWDFNHUJHQHUDWHVQXPEHURISVHXGRQRGHVDQGWKHVHQRGHVEUHDNWKH
OLQNEHWZHHQWKHDFWXDOSHHUVDQGILOHH[FKDQJHLVQRWDFFRPSOLVKHG
3.5. DDoS Attack 
+HUHWKHDWWDFNHUFDQH[KDXVWDOOWKHUHVRXUFHVRIWKHYLFWLPVRWKDWWKHYLFWLPLVQHLWKHUDEOHWRXVHRUSURYLGHDQ\
VHUYLFHV7KHVHFDQEHRIWZRW\SHV±

x TCP DDoS Attack 
$OOWKHUHVRXUFHVRIWKHYLFWLPDUHPDOIXQFWLRQHGE\WKHDWWDFNHULQWKLVFDVH%\WKLVWKHYLFWLPZLOOEHOHIWZLWKQR
UHVRXUFHVWRHVWDEOLVKDFRQQHFWLRQ7KLVFDQEHGRQHE\,QGH[3RLVRQLQJ$WWDFNLQZKLFKWKHDWWDFNHULQVHUWVIDNH
UHFRUGVXVLQJWKHYLFWLP¶V,'RUDQ\RWKHULGHQWLILHU6RZKHQHYHUDQRWKHUSHHUZRXOGUHTXHVWIRUWKHUHVSHFWLYHILOH
KHZRXOGEHGLUHFWHGWRZDUGVWKHYLFWLP¶VV\VWHPUHVXOWLQJLQWKHHVWDEOLVKPHQWRIWKHIXOO\RSHQ7&3FRQQHFWLRQ,Q
WKLVDWWDFNLWLVQRWPDQGDWRU\IRUYLFWLPWREHDSDUWRIWKH33QHWZRUN

x Bandwidth Attack 
7KHDWWDFNHUPD\RFFXS\WKHZKROHEDQGZLGWKRIWKHYLFWLPVRWKHYLFWLPLVQRZQRWDEOHWRVKDUHDQ\WKLQJ,QVXFK
DWWDFNVWKHDWWDFNHUDFWVDV WKHQHLJKERXURIPDQ\LQWKHURXWLQJWDEOH$QGZKHQHYHUDSHHUZRXOGZDQW WRVKDUH
VRPHWKLQJ WKHQ KH PD\ FKRRVH WKH DWWDFNHU DV LWV QHDUHVW QHLJKERXU LQVWHDG RI FKRRVLQJ WKH DSSURSULDWH SHHU
&RQVLGHULQJWKHUHDUHPLOOLRQVRIXVHUVLWPD\OHDGWRRYHUORDGLQJRIWKHEDQGZLGWKUHVXOWLQJLQ%DQGZLGWK''R6
DWWDFN
6WUXFWXUH)RU6HFXUH&RPPXQLFDWLRQ
)ROORZLQJDUH WKHNH\PHDVXUHVZKLFKVKRXOGEHFRQVLGHUHGIRUDVDIHDQGVHFXUHFRPPXQLFDWLRQ LQSHHU WRSHHU
QHWZRUN
4.1. User authentication 
%HIRUHMRLQLQJWKHQHWZRUNHYHU\SHHUPXVWSURYHLWVLGHQWLW\ZKLFKFDQEHGRQHXVLQJPHFKDQLVPVOLNHXVHUQDPH
DQGSDVVZRUGRUDQ\RWKHUXQLTXHLGHQWLILHU
4.2. Privacy protection 
$QRQ\PLW\LVRQHWKHNH\IHDWXUHLQVHFXULW\LQZKLFKWKHUHDOLGHQWLW\RIWKHXVHULVQRWUHYHDOHG
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4.3. Data integrity 
7KLVIHDWXUHGHDOVZLWKWKHJHQXLQHQHVVRIWKHGDWD7KHGDWDPXVWEHSURWHFWHGIURPDQ\XQDXWKRUL]HGDFFHVVDVWKH
DWWDFNHUFDQDGGPDOLFLRXVFRGHWKDWFDQPRGLI\WKHGDWDRUFDQHYHQFKDQJHWKHGDWDFRPSOHWHO\
4.4. Access control 
7KLV IHDWXUHRI VHFXULW\PDNHV WKH V\VWHPVHFXUHE\DOORZLQJDFFHVV WR RQO\ WKRVHXVHUVZKRKDYHFHUWDLQ VHWRI
ULJKWVZKLFKPDNHVWKHPHOLJLEOHWRDFFHVVWKDWGDWD
4.5. Usability 
7KHLQWHUIDFHVKRXOGEHXVHUIULHQGO\VRWKDWWKHXVHUFDQHDVLO\XQGHUVWDQGDQGFKDQJHWKHVHWWLQJVDFFRUGLQJWRKLV
SUHIHUHQFHV0RUH FRPSOH[ WKH LQWHUIDFHPRUHZLOO EH WKH FKDQFHV WKDW WKH XVHUPLJKW FKRRVH VXFK D VHWWLQJ WKDW
PLJKWEHDWKUHDWWRWKHQHWZRUN
4.6. Availability  
7KHGDWDVKRXOGEHDYDLODEOHWRWKHDXWKRUL]HGXVHUZKHQHYHUKHUHTXHVWVIRULW
0HDVXUHV)RU6HFXUH6\VWHP
7KHVHDUHVRPHRIWKHPHDVXUHVZKLFKFDQEHWDNHQLQWRFRQVLGHUDWLRQWRIXOILOWKHUHTXLUHPHQWVRIVHFXULW\
5.1. Encipherment 
7KH GDWD EHLQJ H[FKDQJHG EHWZHHQ WKH SHHUV VKRXOG EH LQ WKH HQFU\SWHG IRUP 7KLV FDQ EH GRQH XVLQJ FODVVLFDO
FU\SWRV\VWHP
5.2. Key exchange 
7KHNH\VXVHGIRUHQFU\SWLRQRIGDWDPXVWEHVDIHO\H[FKDQJHGEHWZHHQWKHSHHUV
5.3. Access control list 
7KLVOLVWLVREMHFWRULHQWHGWKDWLVWKHVXEMHFW¶VDFFHVVLVSUHVHQWHGZLWKUHVSHFWWRWKHREMHFW%\VXEMHFWZHPHDQWKH
XVHUZKRZDQWVWRDFFHVVDQGE\REMHFWZHPHDQWKHGDWDKHZDQWVWRDFFHVV7KLVKHOSVWRSUHYHQWWKHXQDXWKRUL]HG
DFFHVV
5.4. Notarization  
,QWKLVWLPHVWDPSDQGWKHRULJLQFDQKHOSWRPDQDJHWKHLQWHJULW\RIWKHILOH
0DMRU3UREOHPV$QG7KHLU3URSRVHG6ROXWLRQV
6.1. Incentives 
0DMRULW\ RI WKH XVHUV RI WKH SHHU WR SHHU QHWZRUN DUH QRW FRRSHUDWLQJ DQG QRW FRQWULEXWLQJ WR WKH QHWZRUN 7KH\
GRZQORDGGDWDIURPRWKHUSHHUVEXWGRQRWVKDUHGDWDWKHPVHOYHVDQGWKLVLVZKDWZHFDOODVIUHHULGLQJ)UHHULGLQJ
LVDVHULRXVWKUHDWWRDSHHUWRSHHUQHWZRUNZKLFKKDPSHUVDYDLODELOLW\RIGDWD'XHWRVXFKWKUHDWVRQO\VRPHRIWKH
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XVHUVDUHVKDULQJDQGIXUWKHUWKH\DUHDOVRORVLQJLQWHUHVWLQWKHV\VWHPDVWKHUHDUHYHU\OHVVILOHVDQGIXUWKHUWKLV
PD\UHVWULFWWKHV\VWHPIURPEHLQJRSHUDWLRQDO
&RQVLGHUDV\VWHPKDYLQJ1SHHUVDQGRQO\1VSHHUVVKDUHGDWDDQGRQDQDYHUDJHLIWKHUHKDSSHQVWREH5UHTXHVWV
SHUXQLWWLPHWKHQ51VUHTXHVWVKDYHWREHPDQDJHGE\SHHUVSHUXQLWWLPH/HVVWKHYDOXHRI1VPRUHWKHORDGRQ
SHHUVZKLFKPD\OHDGWR&38RYHUORDGRIWKHSHHUV7RSUHYHQWVXFKSUREOHPVLQFHQWLYHVPHFKDQLVPVDUHXVHGRQH
RIWKHPLV%DUWHU0HFKDQLVP
x Barter Mechanism 
,WLVWUDGHEDVHGLQFHQWLYHV\VWHPZKHUHWKHFRQVXPHUUHPXQHUDWHVWKHSURYLGHUE\SURYLGLQJDVHUYLFHLQUHWXUQDQG
WKLV VHUYLFH FDQ EH H[HFXWHG GXULQJRU LPPHGLDWHO\ DIWHU WKH SURYLGHU SURYLGHV WKH VHUYLFH RU WKH VHUYLFH FDQEH
GHOD\HGZLWKDSURPLVH WKDW LWZLOOEHH[HFXWHG LQ IXWXUH7KLVVFKHPH LVTXLWHSRSXODU LQ%LW7RUUHQW ILOHVKDULQJ
FOLHQW%DUWHU7UDGHV\VWHPSURYLGHVFRQWURORYHU)UHH5LGLQJEXWSUREOHPKHUHLVILQGLQJSHHUVZKRDUHH[FKDQJLQJ
VDPHILOHV WKLVEHFRPHVDELJLVVXHDV WKHV\VWHPKDVOHVVQXPEHURIFOLHQWVEXWZLWKLQD ODUJHJURXSWKLVFDQEH
GRQHHDVLO\$QRWKHUELJDGYDQWDJHRIEDUWHUWUDGHV\VWHPLVDQRQ\PLW\DVWKHVHUYLFHVDUHH[FKDQJHGLPPHGLDWHO\
6.2. Reputation and Trust 
'DWD VKDULQJ V\VWHP LV WKH PRVW SRSXODU SHHU WR SHHU QHWZRUN ,Q VXFK V\VWHPV XVHUV FDQ VHDUFK IRU ILOHV DQG
GRZQORDGWKHPVRLWFRQVLVWRISKDVHVFRQWHQWVHDUFKSKDVHDQGFRQWHQWGRZQORDGSKDVH

,QWKHVHDUFKSKDVHDQRGHJHQHUDWHVDTXHU\DQGVHQGVLWWRDOORWKHUSHHUVZKRPKHLVGLUHFWO\FRQQHFWHGWRLQWXUQ
WKHVHSHHUVIRUZDUGLW WRWKHLUQHLJKERXULQJSHHUV,IVRPHQRGHKDVWKHUHTXHVWHGFRQWHQWWKHQLWPD\UHSO\WRWKH
QRGHZKRVHQWWKHTXHU\DQGQRZWKHXVHUFDQGRZQORDGWKHILOH7KLVLVWKHFRQWHQWGRZQORDGSKDVH

1RZFRPHVWKHWKUHDWVLQYROYHGLQWKHVHDUFKSKDVHPDOLFLRXVQRGHVFDQUHVWULFWIRUZDUGLQJTXHULHVWRRWKHUQRGHV
RU WKH\FDQFKDQJH WKHTXHU\ LWVHOIRU WKHQFDQUHSO\ WKDW WKH\KDYH WKHFRQWHQWHYHQ LI WKH\GRQ¶WKDYHDQGVHQG
PDOLFLRXVSURJUDPVGXULQJWKHFRQWHQWGRZQORDGSKDVHKHUHFRPHVLQWKHFRQFHSWRIUHSXWDWLRQ3HHUVDUHDVVLJQHG
UHSXWDWLRQVEDVHGRQWKHFRQWHQWWKH\SURYLGHDQGWKHLUEHKDYLRXUDSHHUZLWKOHVVUHSXWDWLRQZLOOQRWEHVHOHFWHGIRU
GRZQORDGSKDVH

7KHVHUHSXWDWLRQVVFRUHVDUHDVVLJQHGE\5HSXWDWLRQ&RPSXWDWLRQ$JHQW5&$VRSHHUWRSHHUQHWZRUNFDQQRWEH
FDOOHG DV IXOO\ GHFHQWUDOL]HG V\VWHP(DFKSHHU JHQHUDWHV D SXEOLF SULYDWH NH\SDLU DQG VKDUHV LWZLWK WKH FHQWUDO
5&$5&$DOVRKDVLWVRZQSXEOLFDQGSULYDWHNH\SDLUDQGLWVKDUHVLWVSXEOLFNH\ZLWKHYHU\SHHUUHJLVWHUHGLQWKH
QHWZRUN

)RUHYHU\FRQWULEXWLRQHDFKSHHUNHHSVLWproof of processing 33DQGIXUWKHUFRQWDFWV5&$WRJHWFUHGLWVDQG5&$
FRPSXWHVUHSXWDWLRQRIHDFKSHHURQWKHEDVLVRIWKHVH33
'LVDGYDQWDJHZLWKWKLVDSSURDFKLVWKDWLIDQHZSHHUHQWHUVWKHQHWZRUNWKHQKLVUHSXWDWLRQZLOOEHOHVVFRPSDUDWLYH
WRRWKHUVDQGXVHUVZRQ¶WGRZQORDGGDWDKHLVVKDULQJVRKHZRXOGQHYHUEHDEOHWRLQFUHDVHLWVUHSXWDWLRQLQVXFKD
FDVH

2QHVROXWLRQWRWKLVSUREOHPLVWKDWWKH5&$FDQDVVLJQDVSHFLILFUHSXWDWLRQVFRUHWRDQHZSHHUWKDWFRQQHFWVLQWR
WKH QHWZRUN DQG LI WKH SHUIRUPDQFH RI WKH SHHU LV QRW XSWR WKHPDUN WKHQ WKH VFRUHZLOO EH GHFUHDVHG DQG LI WKH
VHUYLFHSURYLGHGLVQRWSRVLQJDQ\SUREOHPWRRWKHUSHHUVWKHQWKHVFRUHZLOOEHLQFUHDVHGDQGDQHZSHHUFDQJDLQ
UHSXWDWLRQ
x Problem in Reputation Mechanism 
:LWKLQDQ,QWUDQHWPXOWLSOHSHHUVDUHFRQQHFWHGWRHDFKRWKHUDQGWKH\PD\H[FKDQJHGDWDZLWKHDFKRWKHU6XSSRVH
WKHUHH[LVWVDSHHUWKDWKDVFXUUHQWO\JDLQHGDKLJKUHSXWDWLRQE\FRQWULEXWLQJHIIHFWLYHO\WRWKHSHHUWRSHHUQHWZRUN
,WPD\KDSSHQWKDWWKLVSHHUKDYLQJKLJKUHSXWDWLRQFDQWU\WRKDUPWKHQHWZRUNXVLQJPDOLFLRXVSURJUDPVDQGWDNH
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DGYDQWDJHRILWVKLJKUHSXWDWLRQEHFDXVHRWKHUSHHUVZLOO WUXVWLWEDVHGRQWKHUHSXWDWLRQVFRUHDQGGRZQORDGILOHV
IURPWKHSHHUZLWKRXWDQ\KHVLWDWLRQ7KLVFDQKDUPDQXPEHUVRISHHUVLQWKHQHWZRUN

x 1RZWKHSHHUZKRKDVEHHQDWWDFNHGPLJKWQRWEHDEOHWRSURYLGHDQDFFXUDWHLQIRWRWKHDXWKRULW\DVLWVV\VWHP
PLJKWEHGDPDJHGE\WKHDWWDFN

x 6LPLODUO\WKHXVHUPD\VRPHWLPHVQRWEHDEOHWRLQIRUPWKHDXWKRULW\DERXWWKHDWWDFNDQGWKHUHSXWDWLRQRIWKH
SURYLGHUSHHUPD\QRWEHKDPSHUHGDQGLWPD\FRQWLQXHWRKDUPRWKHUSHHUVDOVR

)LJ5HSXWDWLRQ0HFKDQLVP3UREOHP5HVROYHU)UDPHZRUN

6ROXWLRQSURSRVHGWRWKLVSUREOHPLV

:HLQWURGXFHD&HQWUDO$XWKRULW\&$VRWKDWWKHQHWZRUNLVQRWIXOO\GHFHQWUDOL]HG)RUHDFK,QWUDQHWWKHUHH[LVWVD
&$ZKLFKPRQLWRUVDQGFKHFNVWKHQHWZRUNDQGLGHQWLILHVDQ\PDOLFLRXVDFWLYLW\

:KDW&$GRHVLVWKDWLWZLOOUDQGRPO\VFDQWKHZKROH,QWUDQHWIRUPDOLFLRXVGDWDWUDQVPLVVLRQDQGWUDFHWKHSHHUZKR
LVVHQGLQJWKHGDWDDQGLWZLOOGLUHFWO\DIIHFWWKHUHSXWDWLRQRIWKHSHHUVRWKDWWKHRWKHUSHHUVGRQ¶WGRZQORDGWKH
GDWDDIWHUDQDWWDFNKDVEHHQGRQHE\WKHSURYLGHU,QWKLVZD\WKHPLVXVHRIWKHUHSXWDWLRQFDQEHVWRSSHG

$QRWKHUPHDVXUH WKDW FDQ EH DSSOLHG LV WKDW D QHWZRUN FDQKDYH D SDUWLFXODU SDWWHUQ VR WKH&$ FDQ ORRN IRU DQ\
XQXVXDOEHKDYLRXU,ILWILQGVVRPHWKLQJZURQJLQWKHQHWZRUNLQFDQLPPHGLDWHO\VWRSWUDQVPLVVLRQRIGDWDVRWKH
XQLQIHFWHGSHHUVFRXOGEHVDYHG)RUH[DPSOH LQQRUPDOFRQGLWLRQV WZRRU WKUHHSHHUV OHDYH WKHQHWZRUNEXW LQD
VWDWHZKHUH DQ DWWDFNHU LV SDVVLQJPDOLFLRXV GDWD WR SHHUV ODUJH QXPEHU RI SHHUVZLOO VWDUW JHWWLQJ GDPDJHG DQG
GLVFRQQHFWHGIURPWKHQHWZRUN+HUHWKH&$FDQUHFRJQL]HWKHXQXVXDOEHKDYLRXUDQGFDQVWRSWKHDWWDFNHUIURPDQ\
IXUWKHUGDPDJH



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$SSOLFDWLRQV
x 7KH PRVW SRSXODU DSSOLFDWLRQ RI SHHUWRSHHU QHWZRUN LV %LW 7RUUHQW )RU WKLV WKH 5HSXWDWLRQ PHFKDQLVP
SUREOHPUHVROYLQJIUDPHZRUNVROXWLRQFDQEHXVHGPXFKHIIHFWLYHO\

x -XVWOLNH%LW7RUUHQWDQRWKHU33SURJUDPLV3DQGRZKLFKLVPRUHJHDUHGWRZDUGVVLPSOLFLW\DQGVHFXULW\6R
SURSRVHG)UDPHZRUNFDQEHDSSOLHGXSRQWKLVSURJUDP

x 6N\SH LV DOVR GHFHQWUDOL]HG ,W GRHV QRW LQYROYH D FRPSOH[ LQIUDVWUXFWXUH ,W LV D W\SH RI 5HDO WLPH
FRPPXQLFDWLRQ
)XWXUH6FRSH
x 8VLQJWKHFHQWUDODXWKRULW\LQDQ\SHHUWRSHHUQHWZRUNZLOOKHOSWRSUHYHQWWKHSHHUVIURPJHWWLQJLQIHFWHGE\
DQ\PDOLFLRXVFRGHRUGDWD

x 7KH PDLQ DGYDQWDJH RI WKH SURSRVHG IUDPHZRUN VROXWLRQ LV WKDW LW FKHFNV WKH GDWD EHIRUH LW LV VHQW 7KLV
DGYDQWDJHRISURSRVHGVROXWLRQLVHIIHFWLYHLQWHUPVRIERWKQHWZRUNDVZHOODVWKHSHHUEHFDXVHLWSUHYHQWVWKH
LQIHFWHGGDWDIURPHQWHULQJWKHQHWZRUNZKLFKLQWXUQSUHYHQWVWKHGDWDIURPUHDFKLQJWKHSHHUSURWHFWLQJWKH
SHHUIURPDQ\GDPDJH

x 8VLQJWKHSURSRVHGIUDPHZRUNVROXWLRQ'DWDZLOOEHPRUHVHFXUHZKLFKLQWXUQZLOO LQFUHDVHSHHU¶VWUXVWDQG
FDQEHXVHGIRUPXOWLSOHSURJUDPV
&RQFOXVLRQ
,Q WKLV UHVHDUFK SDSHU ZH KDYH WULHG WR DQVZHU FHUWDLQ TXHVWLRQV RQ VHFXULW\ LQ SHHU WR SHHU QHWZRUN:H KDYH
SURSRVHG FHUWDLQ VROXWLRQV IRU VRPH DWWDFNV WKDW WDNH SODFH LQ SHHU WR SHHU QHWZRUNV:H VWDUWHG RXU UHVHDUFK E\
WU\LQJ WR ILQG RXW WKH DQVZHUV IRU ZKDW ZKHQ DQG KRZ IRU WKH DWWDFNV $IWHU RYHUFRPLQJ WKH GUDZEDFNV RI WKH
VROXWLRQVDOUHDG\SURSRVHGDQGWKHRQHDIWHURXUUHVHDUFKOHDGXVWRWKHVROXWLRQDVPHQWLRQHGDERYH
$FFRUGLQJWRWKHVROXWLRQDVPHQWLRQHGLQWKHODVWVHFWLRQDFHQWUDODXWKRULW\ZLOOEHUHVSRQVLEOHIRUWKHVHFXULW\RI
DOOWKHSHHUVLQDQ,QWUDQHWQHWZRUN$OOWKHGDWDEHIRUHEHLQJVHQW(YHQLIWKHGDWDLVEHLQJVHQWWRDQRWKHUQHWZRUN
ZLOO EH FKHFNHG E\ WKH FHQWUDO DXWKRULW\ 7KLV FKHFN E\ WKH FHQWUDO DXWKRULW\ ZLOO EH PDLQO\ EDVHG RQ WKH
JHQXLQHQHVVRI WKH GDWD LUUHVSHFWLYHRI WKH UHSXWDWLRQRI WKH VHQGHU LQ WKHQHWZRUN5HSXWDWLRQRI WKH VHQGHUZDV
PDLQO\WDNHQLQWRFRQVLGHUDWLRQDVLWPD\KDSSHQWKDWWKHVHQGHUPD\LQFUHDVHLWVUHSXWDWLRQE\ILUVWVHQGLQJJHQXLQH
GDWDEXWFDQODWHUWU\WRWDNHDGYDQWDJHRILWVUHSXWDWLRQIRUVHQGLQJPDOLFLRXVGDWD,IWKLVGDWDLVDFFHSWHGE\DQ\
SHHULQWKHQHWZRUNWKHQLWPD\LQIHFWKLPWRWKHH[WHQWWKDWWKHSHHUPD\QRWEHDEOHWRJLYHWKHVFRUHIRUWKLVGDWD
PDNLQJLWGLIILFXOWIRURWKHUSHHUVWRNQRZWKDWWKLVGDWDLVLQIHFWHG7KLVLVZKHUHWKHQHHGRIFHQWUDODXWKRULW\FDPH
LQWRDFWLRQ
7KHUHDUHVWLOOPDQ\TXHVWLRQVLQWKLVDUHDRQZKLFKZHZDQWWRGHYRWHRXUZRUNLQWKHIXWXUH
$FNQRZOHGJHPHQW
7KHDXWKRUVZRXOGOLNHWRWKDQNWKHDQRQ\PRXVUHYLHZHUVIRUWKHPDQ\KHOSIXOFRPPHQWVDQGVXJJHVWLRQV

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